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How to configure VPN PPTP on the Comset CM685V, CM820V, CM685VX and CM950W

Network Topology:

Internet

Broadband Router ,1.-"’"/"
i

Windows PPTP Client

PC1

LAN IP: 192.168.110.14
Mask: 255.255.255.0
Gateway: 192.168.1.1
DMS: 8.8.8.8

V

/ VPN PPTP Server

DDNS: cmB85V.dyndns.org
LAMN IP: 192.168.1.1

CMBESV-W ,

PC2
LAN IP: 192.168.1.5
Mask: 255.255.255.0
Gateway: 192.168.1.1
DNS: 8.8.8.8

To configure VPN PPTP server on the CM685V router, please configure the router with the
correct APN that will provide you with a Public WAN IP address, such as telstra.extranet for a
Telstra Data SIM. You need to ask your carrier to activate your SIM card with a Public WAN IP.

1. Configure APN settings for a Public WAN IP.
For Telstra Data SIM, go to Network-> Mobile -> APN -> telstra.extranet. See below:
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Status General Data Limitafion
System
_ Mobile Configuration
Services
Network =M1
Cperation Mode =
Enable &
Mobile
LAN Mabile connection DHCP mode b
Wired WAN
FPIM code
WAN IPva
Interfaces Dialing number o0t
Wi-Fi
APN telstra extranet
Firewall
Siatic Routes Authentication method Mone r
Switch
I IRE=1]| .ﬂ.Eh'Il:'lllnlnnrf

2. Go to the Status Page to check the WAN IP address. The WAN IP address here is
100.83.26.194. Use this WAN IP address on the VPN client server address.

Mobile 1
Cellular Status Up
IP Address ‘]UD.BE_EE_194255.255.255.252
DNS 1 112.198.126.124
DNS 2 112.198.126.116
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3. Go to Services -> VPN -> PPTP and click on the Edit Button. See screenshot below:

Status IPSec PPTP L2TP OpenVPN GRE Tunnel
System
- Point-to-Point Tuneling Protocol
et
ICMP Check PPTP Configuration
VRRP Belowis a list of configured PPTF instances and their state.
Failover
Name Type Enable
SNMP
oTU Server No @ Edit
GPS
SMS New instance name: Role: | Client v || [ Add New
I VPN

4. Enable PPTP and use a different local subnet for PPTP connection. If the router Lan IP
address is the default 192.168.1.1, configure the local IP on PPTP as 192.168.0.1 as shown
below. Add username and password.

PPTP Server Instance:

Main Settings

Ensble

PPTP Local iP TB2.168.0.1

FETP remote IF start 182.168.0.20

PPTP remote IP end 182.183.0.30

ARP Proxy

MPPE Encryption

[PCP-accept-remote

o o o 0O

Ciebug

Username Password

youruser || esemees -
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5. Allow “Ping from WAN to LAN” on the Firewall security page.
Go to Network -> Firewall -> Security -> set Allow to “Ping from WAN to LAN”.

B L

Status General Settings Port Fonwards Traffic Rules Source NAT DMZ
System
: System Security Configuration
Services
I Network S55H access from WAN Deny r
RO Mo Ping from WAN to LAN | Aliow v
Wohile
LAN Enable telnet [
Wired WAN
WAN [Py
HTTPS Access
Interfaces
HTTPS port | 443
Wi-Fi
Firewall HTTPS access from WAN Deny v
Switch
DHCP and DNS
e TR R

6. On the Traffic Rules page, enable “Allow-ALL-LAN-Ports”.
Go to Network -> Firewall -> Traffic Rules.

Traffic Rules
Name Match Action Enable  Sort
Any TCP. UDP Accept input -

DTy Frgﬂ any host in warn HE =) +* &
server To any rowter P at port 5000 on this device

= Any traffic Accept forward
Allowr From any host in wan P o = v
All-LAN-  To any hiost, porls 1-65535in ian
Forts

- IPv4-UDP Accept input
Allow: From any host in wan L La &+ L
DHCP- To any router 1P at port 65 on this device
Renew
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7. Configure DDNS settings on the router.
Go to Services -> DDNS -> click Edit on IPv4.

- Detalils for: example_ipv4
Services -

|CMP Check Basic Settings Advanced Settings Timer Setfings Log File Viewer
VRRP s

Enabled ¥
Failover
i IP address version - |Py4-Address

' IPvG6-Address
SNMP
GPS DONS Service provider [IPwd] dyndns. org v
SMS
Hostname/Domain cmB85v.dyndns.org
VPN
DONS Usemame .-‘.ecl\sunpon
Connect Radic Module
Faszsword >

MNNIS
Capiive Pertal Use HTTP Secure [
WEB Filter

On your Windows PC:

1. Go to Network and Internet Settings -> VPN -> Add a VPN connection.

£0¢  NETWORK & INTERNET

Data usage

VPN
VPN

Add a VPN connection
_|_

Dial-up

ol PDtp cm210
Ethernet 63
Proxy Q.,g_-, cmb685v-w

Q.,g_-, Comset PPTP
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2. Set VPN Settings as below and click on the Save button.

VPN provider

Connection name

Server name or address

cmB85v.dyndns.org
VPN type

Iype of sign-in info

User name [optional)

3. Click on PPTP to connect to the VPN PPTP server with username and password.

;}? PPTP

Advanced options Remove

R
-
S — |

Domain:
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4. Check VPN PPTP client connection.

Add a VPN connection
+

ogo pptp cm210

cmB85v-w

Comset PPTP

PPTP
Connected

Advanced options Disconnect

5. Ping PC2 (192.168.1.5) behind the PPTP server from PC1

from ]
from
nly from

ived = 4, Lost
in milli-
= 342ms,

from

y from

nly from
nly from 1




