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How to configure VPN [PSec on the Comset CM685V, CM820V, CM685VX and CM950W

Network Case Scenario:

Router1 DDNS name: comset2016.dyndns.org or Public WAN IP
LAN IP Subnet: 192.168.1.0/24

Router2 DDNS name: comset2018.dyndns.org or Public WAN IP
Lan IP Subnet: 192.168.10.0/24

A. Configure DynDNS
1. Navigate to Services -> DDNS -> Set a name for a new DDNS configuration and click “Add”:
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2. Check “Enabled” option and set DDNS provider->Hostname->username and password:
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After clicking the “Save and Apply” button, click the “Start” button:
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B. Confiqure VPN IPsec server side on the CM685V

1. Navigate to Services -> VPN and click on “Edit” to configure VPN IPsec server side:
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2. Configure VPN IPSec configuration page:
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3. Specify local and remote subnets for VPN Tunnel as well as Phase proposals, authentications

and encryptions.

Local LAM bypass
Local subnet | 192.165.1.0/24 il
Femote subnet 182168 10,0724 |
Phase 1 Proposal
Eneryption ‘sigorthm ADES "
Hash algorithm HMAGC: SHA1 T
DH group MODP1024/2 X
Life tirne 10800 seconds
Phase 2 Proposal
Encryption algonthm AES 128 v
PFS group MODP 10242 v
Authentication HMAC SHAT r
Life firne 3500 s2conds

Note: Pre-shared keys, Phase proposals, authentication, encryption on both routers should
be the same.

C. Configure VPN IPsec client side on the CM685V

1. Navigate to Services -> VPN. Set a name for VPN client and click on the “Add” button. See
below:
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2. Configure VPN IPSec client Configuration page:

Enable
Exchangs mode KEwt-Main Lo
Operaton Level Main LY
I Authentication method PSK Clignt b I
Remote VPN endpoint comset2016.dyndns.org W
Local endpoint Ay L¥4
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IC-:ur'.na:l-un type Tunnel 'u'l
Freshared Keys | seees &
Perfect Forward Seorecy Enable W

3. Specify local and remote subnets for VPN Tunnel as well as Phase proposals, authentications
and encryptions.
Local LAN bypass L

Localsubnet | 192.188.10.0724 |

Remote subnet 182.1898.1.0024 e

Phase 1 Proposal

Encryption algorithm ACES -
Haszh alganthm HMAL _SHAN b
CH group MIDP102442 L

Lie time 10804 seconds

Phase 2 Proposal

Encryption aigorithnm AES 128 L
PFE group MODP1024/2 Al

Authentication HMALC _SHAT
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&
[=]
(=]

Life time saconds

Note: Pre-shared keys, Phase proposals, authentication, encryption on both routers should
be the same.
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D. Checking VPN IPsec logs status and testing remote LAN via ping command.
1. Navigate to Status -> VPN -> IPsec Logs. See below:

| Status | IPSec IPSec Log CpenVPN

Overview
ol IPSec Status
Firewall @ Reflash
Routes Staius of IKE charon daemon (weakSwan 5.3.3, Linux 31829, mips):
System Log uptime: 19 minutes, since Feb 06 114451 2017
malloc: shrk 98304, mmap 0, used 90768, free 7536
Kernel Log worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 4
loaded plugins: charon aes des shai sha2 md5 gmp random nonce hmac stroke kernel-netlink socket-default updown
Reboot Log Listening IF addresses:
: 1200157.23.175
Realtime Graphs 19216810 1
VEN [d15:e386:e5d7.1
Connecfions:
System ipsec_base; comset2018. dyndns.org,0.0.0.0/0,.0. .comset2016 dyndns.org, 0.0.0.0/0, /0 IKEv1, dpddelay=30s
ipsec_base; local: [comset2018.dyndns.orgl uses pre-shared key authentication
Services ipsec_base: remote: [comset2016.dyndns.org] uses pre-shared key authentication

ipsec_base: child: 192.168.10.0/24 === 192.168.1.0/24 TUNNEL, dpdaction=restart

Network Security Associations (1 up, 0 connecting):

ipsec_base STABLISHED 19 minutes ago, 120,157 .33 175{comset2018 dyndns.org].. 120,157 77 127 [comset2016.dyndns.org]
Logout ipsec_base KEv1 SPIs: 079d27ar 69166471 i* 7231aa08c9f82701 r, pre-shared key reauthentication in 2 hours

ipsec_base[1} IKE proposal: 3DES_CBC/HMAC _SHA1_96/PRF_HMAC SHATMODP_1024

ipsec_base INSTALLED, TUNNEL, reqid 1, ESP SPis. c54cebel_iccd79863 0

ipsec_base AES_CBC_128/HMAC_SHA1_96, 420 bytes_i (5 pkis, 1081s ago), 420 bytes_o (5 pkis; 10805 ago), rekeying in 22 minutes
ipsec_base{1}: 192.168.10.0/24 ===192.168.1.0/24

2. On the remote VPN router (comset2018.dyndns.org), we have connected a smart phone via
WIFI to test VPN connection behind the router. See Network LAN DHCP status below:

DHCP Leases

Hostname IPvd-Address MAC -Address

android-belaeBiblele3d2ba 192 168.10.124 ef8:60:Bb:21:f2:28

3. Onthe VPN server side, we can now ping the remote LAN device through the VPN IPSec
connection.
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Wired WAN §4 bytes frem 157 163.10.124 294 m=
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. 5 packets transmitted, 5 packets receiwved, 0% packet loss
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