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1 Product Introduction

1.1 Product Overview

The Comset CM950W is a New Generation 5G Industrial Router. Supporting both 5G SA and 5G NSA modes, the CM950W
delivers lightning internet speeds over the 5G networks. With two Gigabit Ethernet ports, two Fast Ethernet ports and
dual band 2.4GHz and 5GHz WiFi, the CM950W provides a powerful and rapidly deployable internet solution to commercial

customers and small to medium businesses.

The Comset CM950W is an Innovative Router powered by a Dual Core 880MHz CPU. It features dual SIM card slots for
backup redundancy, 4 x LAN ports for fast wired connections, 1 Gigabit WAN/LAN port for automatic failover between
NBN/ADSL and mobile 4G or 5G, as well as a GPIO with four digital input/output ports. Other features include VPN IPSEC,
PPTP (Server and Client), L2TP and OpenVPN to establish a secure connection over the 4G/5G network.

The Comset CM950W is a Global Router, supporting frequencies across all major carriers worldwide. The innovative design,
easy integration and rich built-in features make the CM950W the router of choice for a wide range of business and
commercial applications, including SOHO, SMB, industrial automation, building automation, security, surveillance,

transportation, health, mining and environmental monitoring.

1.2 Typical Application Diagram

The Comset CM950W 3G/4G/5G Router is suitable for a wide range of business, commercial and machine-to-machine
applications (M2M). A good example is the connection of various IOT and M2M devices back to a server over a secure 5G

connection using a secure VPN IPSEC tunnel, as illustrated below.

www.comset.com.au
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1.3 Features

The CM950W supports the following:

e Worldwide 5G and LTE-A coverage

e Both SA and NSA modes

e 2 x Gigabit Ethernet LAN ports & 2 x Fast Ethernet LAN ports

e 1 x Gigabit Ethernet WAN/LAN port

e Dual-band WiFi (802.11 a/b/g/n/ac, 2.4Ghz + 5Ghz)

e Dual SIM card slots

e USB3.0 port

e 6 x SMA standard detachable antennas included: 4 x cellular antennas and 2 x
WiFi antennas

¢ Optimised EMC design

¢ Web management, SMS control, SSH/Telnet/Command, SNMP

¢ Always on-line: On-line detection and automatic redial

¢ Built-in transient and reverse polarity voltage protection, over-current and over-voltage
6
www.comset.com.au
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protection
e Wide range power input (5-40VDC)
e Smart power management
e Multi-constellation GNSS receiver for applications requiring fast and accurate positioning
e Serial RS232 port
e 4 x Digital Input ports, that can also be used as Digital Output ports
e User friendly set-up wizard for easy configuration and setup
¢ Network traffic real-time graphs
e Network Diagnostic Tools (Ping, Traceroute and NSLookup)
e Advanced security, VPN, and stateful firewall to protect sensitive data
¢ Load balancing
¢ Robust Metal Case
e Desktop and Wall mount

www.comset.com.au



O

Comset CM950W User Manual

2 Hardware Installation

1. Overall Dimensions
2. Accessories
3. Installation

2.1 Overall Dimensions

CONSDOLE

S1 GEZ GEl1 FEZ2 FE1

www.comset.com.au
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2.2 Ports

USE  RESET

FE1-FE2:
GE1-GE2:
WAN:
CONSOLE:
RESET:
USB:
SIM1-SIM2:

LAN RJ45 10/100 Ethernet ports

LAN RJ45 10/100/1000 Ethernet ports
WAN RJ45 10/100/1000 Ethernet port
Console port

System reset button

USB3.0 host port

SIM1 and SIM2 trays

www.comset.com.au
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VCC: DC wire positive pole. DC5~40V
GND: DC wire ground

GND: Serial ground

RX: Serial receive

TX: Serial transmit

RST: Reset

DIOO: digital /0 port 0

DIO1: digital /0O port 1

DIO2: digital I/0O port 2

DIO3: digital 1/0 port 3

Antenna Connection Table

,!

g j}

CELLY WiFi3

www.comset.com.au
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Antenna Connectors Remarks

Cell1 for cell main antenna 1

Cell2 for cell main antenna 2

Cell3 for cell main antenna 3

Cell4 for cell main antenna 4

WiFi1 for WiFi antenna 1

WiFi2 for WiFi antenna 2

2.3 Powering up the CM950W

Please ensure the SIM cards are inserted, and the antennas are connected before powering
up the router.

2.4 SIM/UIM cards

1. Insert a paper clip into the hole next to the SIM tray and gently pull the SIM tray.
2. Place your SIM card into the tray. It will only fit in one position, because of the notch.
3. Insert the tray in the router. Make sure the tray is completely inserted.

2.5 Terminal block

Please refer to the following table on Pin description relating to the terminal block:

12
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Attention:

1. If you are not using the AC adapter supplied with the router, and if you wish to power

up the unit using the terminal block, the power cable should be wired with the correct
voltage polarity. Wrong wiring will destroy the equipment. Pin 1 and Pin 2 are reserved

for power, where Pin 2 is “GND” and PIN 1 is power input “VCC” (DC5~40V).

PIN Signal Description Note
1 VCC +5~40V DC Input Current: 12V/1A
2 GND Ground
3 GND Serial Ground
4 RX Receive Data
5 X Transmit Data
To reset the router to factory
default, simply short the RST
6 RST Reset pin with the GND Pin and hold
for 3 sec. If you hold for
1 sec, the router will reboot.
General  Purpose
7 DIO3 IO
General  Purpose
8 DIO2 IO
General  Purpose
9 DIO1 IO
10 DIOO I(/3((;,-neral Purpose

I/O Terminal on router

Serial port RS232

Port 3 (GND)

Pin 5

Port 4 (RX)

Pin 2

Port 5 (TX)

Pin 3

Note: If you do not get a serial connection, try to switch Port 4 and Port 5.

2.6 Grounding

To ensure a safe operation, the cabinet where the router is installed should be grounded

properly.

www.comset.com.au
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2.7 Power Supply

The CM950W supports a wide range of DC voltage between 5 VDC and 40 VDC. The
router is supplied with a 12 VDC power adapter that is wired to VCC and GND on the
terminal block.

PS: The CM950W router can also be powered via POE (Power over Ethernet). A passive
POE adapter 12VDC or 24VDC is required.

2.8 LED Description

Please refer to the following table for LED description.

LED | Indication Light

SYS On for 25 seconds | On for 25 seconds after power up
Blinks System normal operation
Off or still on after System failure
25 seconds
FE 1 Blinks Ethernet data transmission
ZEEZ'I Off No Ethernet connection
GE?2 On Ethernet is connected
VPN On IPSec VPN tunnel set-up
Off IPsec VPN tunnel not set-up or Down/Inactive
SIM1 Solid orange light Cell connection is Up and now you have access
SIM2 to the Internet
Flashing orange Attempting to establish an internet connection
light
2.4G On WiFi Enabled
56 Off WiFi Disabled
WAN Blinks Ethernet data transmission
Off No Ethernet connection

14
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3 Software configuration

1. Overview
2. How to log into the router
3. How to configure the router

3.1 Overview

The CM950W router has a built-in WEB interface. Below are instructions on how to access the
web interface and configure the router.

3.2 How to log into the Router

3.2.1 Network Configuration
The router’s default parameters are:
Default IP: 192.168.1.1
Subnet mask: 255.255.255.0

There are two ways to configure the IP address of your PC.
1) Manual settings

Set the PC IP to 192.168.1.xxx (xxx = 2~254), subnet mask: 255.255.255.0, default
gateway: 192.168.1.1, primary DNS: 192.168.1.1.

16
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Internet Protocol Version 4 (TCP/IPvd) Properties

Bl

General

for the appropriate IP settings.

() Obtain an IP address automatically
(@ Use the following IP address:

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator

192 . 168 .

IF address: 1 .100
Subnet mask: 255 ,255 .255 . O
Default gateway: _i‘-:'E _1_6-8_ 1 1_
Obtain ONS server address automatically
@) Use the following DNS server addresses: |
Preferred DMS server: 192,188, 1 , 1
Alternate DS server:
[T validate settings upon exit

2) DHCP settings

Choose “Obtain an IP address automatically” and
automatically”. Then click the ‘OK’ button.

4. Lacal Area Connection Properties
General | Authentication | Advariced|
Intetnet Protecs! (TCPIP) Properties

“General | Altemats Configuration|

the appropriate IF settings.

I@ Olbtain an P address sutomatically I
4 ) Use the following [P address:

IG} Dbtair DNS server addiass unmah:allyl
{7 Use the tollowing DNS server addresses

' M |

Yiou can get |P settings assignad automatcally if your network supports
thes capability. Othervase, you need to ask pour network adransstratos for

Al ]

| Local Area Connection
Connected
| : (4 Athercs ARBIZLJARBLLIJARS...

www.comset.com.au
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3.2.2 Log into the router
® Open a Web browser and type in 192.168.1.1 into the address field, then press “Enter”.

® Type in the username and password. Both username and password are “admin”.
Then click on the “Login” button.

Authorization Required

NG PASSW :

To configure the router, you can skip the following section “Router status” and go straight to System>
Setup wizard which is covered in section 3.4.1

18
www.comset.com.au
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3.3 Router status

3.3.1 Status overview

Click “Status” in the navigation bar, and then click “Overview”.

Status
Overview
Network
Firewall
Routes
System Log
Kermnel Log
Reboot Log
Realtime Graphs
VPN

System

Services

Network

Logout

CM950W Industrial Router 5G/4G/3G

Status

System
Hostname
SN
Firmware Version
Kernel Version
Local Time
Uptime
Load Average

Port Status

Mobile 1

Cellular Status
IP Address
DNS 1

DNS 2

www.comset.com.au

www.comset.com.au
your m2m specialist

CM950W
060410156A000897
32210

318.29

Thu Aug 20 12:12:31 2020
Oh 3m 16s
1.29,0.52,0.20

LRI Sie
LAN1 LAN2 LAN3 LAN4 WAN

Up(SIM 1)
10.99.20.155/255 255 255 248
10.4.130.164

10.5.136.242

19



O

Comset

your m2m specialist

CM950W User Manual

IMEI/ESN

Sim Status

Strength

Selected Network

Registered Network

Sub Network Type

Location Area Code

Cell ID

MSISDN/IMSI

Band

RSRP

RSRQ

SINR

5G RSRP

5G RSRQ

5G SINR

3.3.2 Network status

863305040124728

SIM Ready

T.al  29/31,dBm:-55

Automatic

Registered on Home network: "Telsira #StaySafe Telstra”, 13,

FDD LTE / NR5G-NSA

304B

82CA621

/505013529794072

7

-84 dBm

-9dB

19dB

-92 dBm

-11dB

102 dB

The Network status page consists of three tabs, detailing information about Mobile, WAN and

LAN interfaces status.

www.comset.com.au
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Mobile interface page:

Status
Overview
Network
Firewall
Routes
System Log
Kemel Log
Reboot Log
Realtime Graphs
VPN

System

Services

Network

Leogout

Mobile WAN LAN

Mobile Status

Mabile 1
Cellular Status
Cell Modem
IMEVESN
Sim Status
Strength
Selected Network
Registered Network
Sub Network Type
Location Area Code
CellID
Band
RSRP
RSRQ
SINR

MSISDNAMSI
5G RSRP
5G RSRQ

5G SINR

Connection Status

Port

IPv4 Addr
DNS 1
DNS 2
Gateway
Uptime
RX

TX

www.comset.com.au

Up

863305040124728

SIM Ready

Tl 271731, dBm: -61

Automatic

Registered on Home network: "Telstra #5taySafe Telstra”, 13,

FDD LTE / NR5G-NSA
3048

82CAB21

-88 dBm

-9dB

19dB

1505013529794072
-94 dBm
-12dB

107 dB

eth1

10.89.20.155/29
10.4.130.164
10.5.136.242
10.99.20.156

0h 23m 23s

1.57 MB (3852 Pkts.)

1.33 MB (3736 Pkts.)

21
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WAN status page:

Overview
Netwark
Firewall
Routes
System Log
Kernel Log
Reboot Log
Realtime Graphs
VPN
System
Services
Network

Logout

LAN status page:

N

Comset

Status
Qverview
Network
Firewall
Routes
System Log
Kernel Log
Reboot Log
Realtime Graphs
VPN

System

Services

Network

Logout

CM950W Industrial Router 5G/4G/3G

Mobile WAN

WAN Status

IPv4 WAN Status

IPvG& WAN Status

Active Connections

CM950W Industrial Router 5G/4G/3G

Mobile WAN LAN

LAN Status

Status Overview
Uptime:
Protocol:
Name:
type:
Mac Addr:
IPv4 Addr:
IPv6 Addr:
RX

TX

LAN Ports
Port
Wired-LAN
WiFi

wilan1

LAN

www.comset.com.au
your m2m specialist

Port
Protocol:
Address:
Netmask:
Gateway:
Mac Addr:
RX

TX

Not connected

f 537 16384 (0%)

www.comset.com.au

your m2m specialist

MAC-Addr
BAAT-28:CC:C4-0E
E0:CA:94:54 AD-FF

E0:CA'94:A3:5B:D9

www.comset.com.au

AUTO REFRESH ON

Oh 18m 11s

static

br-lan

bridge
90:22-07:10-2D-0C
192.168.1.1/24
FDBB:6TA9:EB0::1/60
1.44 MB (8836 Pkts.)

2.28 MB (6397 Pkts )

RX
1,68 MB (10822 Pkts )
0.00 B (0 Pkis )

0.00 B (0 Pkis )

AUTO REFRESH ON

Wired-WAN

dhecp

0.0.0.0
255.255.255.255
0.0.0.0
90:22:07:20:2D:0C
0.00 B (0 Pkis.)

115.08 KB (351 Phts.)

TX
2.27 MB (6363 Pkts )
302.05 KB (3003 Pkts )

30221 KB (3005 Pkts )
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3.3.3 Firewall Status

The Firewall status page shows the IPv4 and IPv6 rules and counters. Here, you can reset the
counters and restart the firewall functionality.

. www.comset.com.au
SO, CM950W Industrial Router 5G/4G/3G A s

Comset
Your i specalial
Status Firewall Status
Overview 1Pv4 Firewall IPv6 Firewall
Network
Firewall Actions
Routes = Reset Counters
« DeslinationDestination
System Log
Kernel Log
Reboot Log Table: Filter

Realtime Graphs
Chain INPUT (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)

VPN
Rule # Pkts. Traffic Target Prot. Flags In Out Source Destination Options
System
Saryices 1 7157 573.45 KB delegate_input all = * % 0.0.0.000 0.0.0.00
Network
Chain FORWARD (Policy: DROP, Packets: 0, Traffic: 0.00 B)
Logout
Rule # Pkis. Traffic Target Prot. Flags In Out Source Destination Options
1 15486 10.00 MB delegate_forward all — 5 % 0.0.0.0/0 0.0.0.0/0

Chain OUTPUT (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)

Rule # Pkis. Traffic Target Prot. Flags In Out Source Destination Options

1 5265 124 MB delegate_output all - * * 00000 00000

3.3.4 Routes

The Routes page shows rules which are currently active on the router. An ARP table is
displayed as well.

23
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Status
Overview
Network
Firewall
Routes
System Log
Kernel Log
Reboot Log
Realtime Graphs
VPN

System

Services

Network

Logout

3.3.5 System log

Routes

The following rules are currently active on this system

ARP
1Pv4-Address

192.168.1.165

MAC-Address Interface

Active |Pv4-Routes

Network

ifmobile

ifmobile

ifmobile

lan

Active |Pv6-Routes

Network

lan

lan

(6th0)

34:99:71:d5:03:79 br-lan

Target |Pv4-Gateway Metric
0.0.0.0/0 10.99.20.156 "
10.99.20.152/29 1
10.99.20.156 1
192.168.1.0/24 0

Target Source Metric

fdbb:67a9:e60:/64 1024

fi02:1 0

00:/8 256

This page shows the system log from system boot up. The system log resets when the
is restarted. You can export the system log by clicking the button “Export Syslog”.

Status
Overview
Network
Firewall
Routes
System Log
Kernel Log
Reboot Log
Realtime Graphs
VPN

System

Services

Network

Logout

System Log Last System Log

System Log

[@ Export syslog

Thu Aug 20 12:09:57 2020 user.notice DEBUG: collect module information 1
Thu Aug 20 12:09:57 2020 user.notice dtu: Starting...

Thu Aug 20 12:09:57 2020 usernotice CM: clear_dev_status 1

Thu Aug 20 12:09:58 2020 user notice diu” donel.

Thu Aug 20 12:09:58 2020 user.notice cellmodem 1: Stop

Thu Aug 20 12:09:58 2020 user.notice DEBUG: firewall reload

Thu Aug 20 12:09:58 2020 user.notice DEBUG: clear conntrack

Thu Aug 20 12:09:58 2020 user emerg syslog: connirack v1.4 2 (conntrack-tools) 1 flow entries have been shown
Thu Aug 20 12:09:58 2020 user.notice DEBUG: firewall reload done

Thu Aug 20 12:09°'58 2020 user notice diu- Starting..

Thu Aug 20 12:09:58 2020 user.emerg syslog. DTU2_centert

Thu Aug 20 12:09:58 2020 user.notice diu: done.

Thu Aug 20 12:09:58 2020 user.notice DEBUG: firewall reload

Thu Aug 20 12:09:58 2020 user.notice DEBUG: clear conntrack

Thu Aug 20 12:09:58 2020 user.emerg syslog: conntrack v1.4.2 (conntrack-tools). 1 flow entries have been shown
Thu Aug 20 12:09:58 2020 user.notice DEBUG: firewall reload done

Thu Aug 20 12:09:58 2020 user.notice gpsh: Starling

Thu Aug 20 12:09:58 2020 user.notice cellmodem : Stop

Thu Aug 20 12:09:58 2020 user notice gpsh: donel .

Thu Aug 20 12:09:59 2020 user.notice cellmodem: 1 Siarting...

Thu Aug 20 12:09:59 2020 user notice cellmodem: 1 start done

Thir Ana 20 12:08:59 2020 user nofice IPSFC- insec start

www.comset.com.au
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main

main

main

main

Table

main

local

local
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3.3.6 Kernel log

This page shows the kernel log from system boot up. This log is not saved when the router is
restarted. It can be exported by clicking the button “Export Log”.

Status Kemel Log Last Kernel Log
QOverview
Network Kernel Log
Firewall @ Export log
Routes

0.000000] Linux version 3.18.29 (denty@denty-VirtualBox) (gcc version 4 8.3 (OpenWrt/Linaro GCC 4.8-2014 04 r49294) ) #1259 SMP Thu Aug 20 10:09:57 CST 2020
0.000000] SoC Type: MediaTek MT7621 ver:1 eco:3
]

System L
¥ i 0.000000] bootconsole [early0] enabled
Kemel Log 0.000000] CPUO revision is: 0001992f (MIPS 1004Kc)
0.000000] MIPS: machine is mi7621_model_2
Reboot Log 0.000000] Determined physical RAM map.

0.000000] memory: 08000000 @ 00000000 (usable)
0.000000] Initrd not found or empty - disabling initrd
0.000000] Zone ranges.

Realtime Graphs

VPN
0.000000] Normal [mem 0x00000000-0x07 ]
System 0.000000] HighMem empty
0.000000] Movable zone start for each node
Services 0.000000] Early memory node ranges
0.000000] node 0: [mem 0x00000000-0x07fff]
Network 0.000000] Initmem setup node 0 [mem 0x00000000-0x07 ]
0.000000] On node 0 fotalpages: 32768
Logout 0.000000] free_area_init_node: node 0, pgdat 80369c40, node_mem_map 81000000

0.000000] Mormal zone: 256 pages used for memmap

3.3.7 Reboot log

This page shows the reboot log.
Status Reboot Log

Overview @ Clear log

Network

Thu Aug 20 02:09:56 UTC 2020 : Router boots up
Firewall
Routes
System Log
Kernel Log
Reboot Log
Realtime Graphs
VPN

System

Services

Network

Logout

25
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3.3.8 Realtime graphs

The Realtime Graphs page shows the system load and interfaces traffic in realtime.

O
Comset
Status
Overview
Network
Firewall
Routes
System Log
Kemel Log
Reboot Log
Realtime Graphs
VPN
System
Services
Network

Logout

e
Status
Overview
Network
Firewall
Routes
System Log
Kemnel Log
Reboot Log
Realtime Graphs
VPN
System
Services
Network

Logout

www.comset.com.au

CM950W Industrial Router 5G/4G/3G _
your m2m specialist

Load Traffic Wireless Connections
Realtime Load
4m 3m 2m 1m
032
021
011
(4 minute window, 3 second int
1 Minute Load: (29 Average: 31 Peak: (39
5 Minute Load: 024 Average: (24 Peak: (25
15 Minute Load: (.24 Average: (24 Peak: (25
v www.comset.com.au
CM950W Industrial Router 5G/4G/3G -
your m2m specialist

Load Traffic Wireless Connections

Realtime Traffic

br-lan Bridge Wired-LAN Wired-WAN ifmobile gretap0 ip_vti0 WiFi wian1

200.73 kbit/s (25.09 kB/s)

133.82 kbit/s (16.73 kB/s)

66.91 kbit/s (336 kB/s)

Inbound: .36 kbit's Average: 2 86 kbitis
(0.04 KBIS) (0.36 kBIS)
Outbound: 42 kbit/s Average: 1027 kbit/s
(0.05 kB/s) (1.28 kBJs)

www.comset.com.au

minute window, 3 second inte

Peak:  49.74 kbit/s
(6.22 kBls)

Peak: 2433 kbit/s
(30.41 kB/s)
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Status Load Traffic Wireless Connections

Overview

Network Realtime Wireless

Firewall WiFi wilan1

Routes
4m 3m 2m m

System Log
Kernel Log 97 dBm
Reboot Log
Realtime Graphs
97 dBm
VPN
System

Services T dBm,

Network

Logout

(4 minute window, 3 second infervi

Signal: 255 dBm (SNR -163 dBm) Average: 255 dBm (SNR -163 dBm) Peak: g7 dBm (SNR -5 dBm)

Noise:  _g2 dBm Average: _92 dBm Peak: .92 dBm

Status Load Traffic Wireless Connections

Overview
ik Realtime Connections

This page gives an overview over currently active network connections_
Firewall

Routes Active Connections

System Log 4m 3m 2m im

Kemel Log
Reboot Log 74
Realtime Graphs
VPN

System

Services

Network

Logout

(4 minute window, 3 second inten

UDP: 45 Average: 65 Peak: 9o
TCP: 19 Average: 19 Peak: 22
Other: 1 Average: 1 Peak: 1

3.3.9 VPN

This page shows the status of VPN IPSec, IPSec log, OpenVPN, PPTP tunnel, L2TP tunnel and
Openconnect.

27
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N

Comset
Vo i spcialat
Status
Overview
Network
Firewall
Routes
System Log
Kemnel Log
Reboot Log
Realtime Graphs
VPN
System
Services

Network

Logout

CM950W Industrial Router 5G/4G/3G

IPSec IPSec Log OpenVPN PPTP tunnel

IPSec Status

& Refresh

3.4 System Configuration

3.4.1 Setup wizard

L2TP tunnel

www.comset.com.au
your m2m specialist

Openconnect

When you login to the router for the first time, you will need to configure the Setup Wizard page.
This page consists of 4 sections:

General
Mobile

LAN
WiFi

www.comset.com.au
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Status
System
Setup Wizard
System
Password
Software
Startup
NTP
Backup/Restore
Upgrade
Reset
Reboot
Services
Network

Logout

Step 1 - General Step 2 - Mobile

Step - General

Step 3 - LAN Step 4 - WiFi

First, let's change your router password from the default one.

Password Settings
New password

Confirm new password

System Settings

Current system time ~ Sat Aug 22 12:14:58 2020 [@ Sync with browser

Timezone Australia/Melbourne

Hostname CMas0w

Language English

Fill in parameters as required, then click “Save & Next”.

Note: Pressing “Save & Next” will save the configuration and jump to the next page.

configurations will be applied after you click the button “Finish” at the final step “Step4-WiFi”.

Status

System
Setup Wizard
System
Password
Software
Startup
NTP
Backup/Restore
Upgrade
Reset
Reboot

Services

Network

Logout

Step 1 - General Step 2 - Mobile

Mobile Configuration

SIM 1 SIM 2

Enable

Mobile connection

PIN code

Dialing number

APN

Authentication method

Dual APN support

Network Type

MTU

Step 3 - LAN
DHCP mode
*go#

telstra_internet

None

O

automatic

www.comset.com.au

Step 4 - Wik

All
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Status

System

Setup Wizard

Enable: Enable mobile network.

Mobile connection: Select a suitable mode for the mobile connection. The default value is ‘DHCP
mode’.

APN: Fill in the related value. This can be obtained from your carrier or SIM Card Provider.

PIN code: Most SIM cards do not have a PIN code; in which case you leave this field blank.
Dialing number: Fill in the related value. The default value is *99#. This can be obtained from your
carrier or SIM Card Provider.

Authentication method: There are three options to choose from (None, PAP, CHAP). Please
confirm with your carrier the type of authentication. Default is None.

Username: Fill in the related value. This can be obtained from your carrier or SIM Card Provider.
Note: If your SIM card has no username, please input the default value, otherwise the router may
not dialup. If the Authentication method is ‘None’, this option will not appear.

Password: Fill in the related value. This can be obtained from your carrier or SIM Card Provider.
Network Type: Different Cell Modems support different types. The default value is Automatic.
MTU: Maximum Transmission Unit. It is the maximum size of packets transmitted on the network.
The default value is 1500. Please configure it to optimise your own network.

Note: Do the same for SIM 2.

When finished, click “Save & Next”

Step 1 - General Step 2 - Mobile Step 3 - LAN Step 4 - WiFi

Step - LAN

Here we will setup the basic settings of a typical LAN configuration. The wizard will cover 2 basic configurations: static IP address LAN and DHCP client

System

Password

Software

Startup

NTP

Backup/Restore

Upgrade

Reset

Reboot
Services

Network

Logout

General Configuration

IP address 192.168.1.1
Netmask

Enable DHCP

Start
Limit

Lease time 12h

SkipWizard | Save & Next

Fill in parameters as required. When finished, click “Save & Next”

30
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System
Step - Wireless
Setup Wizard p
Now let's configure your wireless radio. (Note: if you are currently connecting via wireless and you change parameters, like SSID, encryption, etc. your connection will be dropped and you will have to reconnect with
System a new set of parameters.)
Password
WiFi Configuration
Software
Enable wireless [
Startup
NTP ssiD Cell_AP_5GHz
Backup/Restore
Transmit Power | 16 dBm (39 mW) %
Upgrade
Reset Band | 24GHz (802 11g+n) v
Reboot
N HT mode (802.11n) disabled e
Services
Network Channel 11 (2.462 GHz) i
Logout
Encryption | WPA2-PSK v
Cipher auto ™
Key m2mrouter 168111 >
Country Code 00 - World i3
Sip wiad

Fill in parameters as required, then press “Finish”.
3.4.2 System

Status System

System Here you can configure the basic aspects of your device like its hostname or the timezone.

Setup Wizard .
PP System Properties

System
Password General Settings Logging Language

Software

Local Time  Sat Aug 22 12:30:03 2020 [ Sync with browser
Startup

NTP Hosthame  CM950W

Backup/Restore
Timezone Australia/Melbourne i
Upgrade
Reset

Reboot

Services Save & Apply

Network

Logout

General Settings

Local Time

This page shows the system time. You can sync the time with the browser by clicking the button “Sync with browser”.
Hostname

It is the router’s name. The default name is “CM950W”

31
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Time zone

Select a suitable time zone. The default value is “Australia/Melbourne”

Logging
Status System
System Here you can cenfigure the basic aspects of your device like its hostname or the timezone.

Setup Wizard £
SR System Properties

System

Password General Setiings Lo Language

Software

Startup System log buffer size 64

NTR External system log server

Backup/Restore

Upgrade External system log server port

Reset .

Log output level Debug v

Reboot
Services Cron Log Level Normal )
Habwatk | Record Cell Status [
Logout

System log buffer size

The unit is KB. The default value is 64 KB. If the actual log size exceeds the set value, then the oldest log lines will be dropped.
External system log server

Here you enter the IP address of the external log server. You can setup a Linux machine with syslogd run as a log server.
External system log server port

This is the UDP port of the external log server.

Log output level

This is the Log level. The default is ‘Debug’ with highest level. Emergency is the lowest level.

Cron log level

It is the log level to process Crond.

Language

Language English

“r

The default language is “English”.

32
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3.4.3 Password

Status

System
Setup Wizard
System
Password
Software
Startup
NTP
Backup/Restore
Upgrade
Reset
Reboot

Services

Network

Logout

Web Account SSH Account Guest Account

Web Account

Changes the administrator username and password

Current username

Current password

New username

Password

Confirmation

Save & Apply Reset

Here you can change the administrator’s password for accessing the device, as well as changing

SSH username and password and Guest’s username and password. Click the “eye button” to show

the new password you entered.

Status

System
Setup Wizard
System
Password
Software
Startup
NTP
Backup/Restore
Upgrade
Reset
Reboot

Services

Network

Logout

Web Account SSH Account Guest Account

SSH Account

Changes SSH username and password

Current username

Current password

New username

Password

Confirmation

www.comset.com.au

Save & Apply Reset
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Status
System
Setup Wizard
System
Password
Software
Startup
NTP
Backup/Restore
Upgrade
Reset
Reboot
Services

Network

Logout

3.44 NTP

Status

System
Setup Wizard
System
Password
Software
Startup
NTP
Backup/Restore
Upgrade
Reset
Reboot

Services

Network

Logout

Web Account SSH Account Guest Account

Guest Password

Changes the guest password

Enable guest [

Password

Confirmation

NTP

NTP Configuration

Time Synchronization

Enable NTP client

Provide NTP server

NTP sync count

NTP sync interval(min)

NTP server candidates

NTP is Network Timing Protocol.

e Enable NTP client
The default value is checked. The router acts as an NTP client.

e Provide NTP server
The default value is unchecked. The router acts as an NTP server.

|

0.au.pool.ntp.org
1.au_pool.nip.org
2 au_pool.nip.org

3.au_pool.ntp.org

www.comset.com.au
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e NTP sync count
This is the NTP running counts, after the router is connected to the internet. 0 means infinite.

e NTP sync interval (min)
This is the interval time between NTP synchronisation.

e NTP server candidates

This is the NTP server list. Multiple NTP servers are accepted. You can click the button ?L] to delete an entry or click the

button _] to add a new entry.

3.4.5 Backup/Restore

Status | Configuration files operations
System |
Setup Wizard Backup

Download a tar archive of the current configuration files.
System

Download backup | (& Download

Password . . SaE
configuration archive -

Software

Startup
Restore

NTP To restore configuration files, you can upload a previously generated backup archive here.

Backup/Restore Restore backup configuration Browse... | No file selected [@ Upload...

Upgrade archive :

Reset

Reboot
Services
Network

Logout

e To back up the configuration files, click the button “Download”. Then an archive file will be
generated and downloaded to your PC automatically.

e To restore the configuration files, click the button “Choose File” and select an archived
configuration file. Click the button “Upload”. The system will upload the file and then restart the
router.

35
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3.4.6 Upgrade

. www.comset.com.au
(_’Ar)‘mbﬂ‘,‘el CM950W Industrial Router 5G/4G/3G sk o it

Status |
| System upgrade

System | Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings” to retain the current configuration (requires an compatible firmware image)

Setup Wizard Keep settings: [

System
Safe upgrade:
Password

Software Image: Browse... | No file selected & Upload image. ..
Startup
NTP
Backup/Restore
Upgrade
Reset
Reboot
Services

Network

Logout

Upload a system compatible firmware to replace the current firmware. The default value for “Keep
settings” is checked, which means the existing configuration will be kept after the system upgrade,
otherwise the router will be reset to factory settings. We recommend to un-check “Keep settings”
to prevent conflicting parameters after the firmware upgrade.

Click the button “Browse” and select a compatible firmware, then click the button “Upload image”.
The router will run a basic check of the file. If it is an incompatible file, an error message will appear
like this one below:

System upgrade

Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings" to retain the current configuration (requires an compatible
firmware image).

Keep settings: v

Image: Choose File ' no file selected [@ Upload image...

| The uploaded image file does not contain a supported format. Make sure that you choose the generic image format for your Router. I

If the firmware file is ok, a verification message will appear. Click the button “Proceed”, and the
system will restart after a few minutes.

36
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Upgrade Firmware - Verify
The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integrity.
Click "Proceed" below to start the upgrade procedure.

» Checksum: d49e4e53a837a6eca830ff8cad9cOc4l
¢ Size: 10.25 MB (15.00 MB available)
¢ Configuration files will be kept.

3.4.7 Reset

www.comset.com.au

O, CMI50W Industrial Router 5G/4G/3G i comeet com .

Comset

your e pcialst

Status Syste m
System Reset

Setup Wizard Resets all configurations to factory default

System @ Reset
Password
Software
Startup

NTP
Backup/Restore
Upgrade

Reset

Reboot

Services

Network

Logout

This button resets all configurations to factory default. After clicking the button “Reset”, a message will appear prompting

you to confirm. By clicking “OK”, the router will reset to factory default and the system will restart.

www.comset.com.au
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3.4.8 Reboot

. www.comset.com.au
Q. CM950W Industrial Router 5G/4G/3G .
. your m2m specialist
Comset
Your mam speciakat
Status Reboot Settings
System . .
Reboot At Time Settings
Setup Wizard
Reboot at time  [J
System
Password Time(H:M:S) 16 15 00
Software
Startup
Reboot Timer Settings
NTP
S Reboot when timeout  []
Upgrade Timer(min) | 1440
Reset
Reboot
Reboot
Services Reboots the operating system immediately
Network Warning: There are unsaved changes that will be lost while rebooting!
Logout @ Reboot Now

¢ Reboot at time reboots: the router at a specific time.
¢ Reboot when timeout: reboots the router after timer timeout.
e Click the button “Reboot Now”: the system will restart after a few seconds.

3.5 Services configuration

3.5.1 ICMP check

For a stable operation, we suggest you enable ICMP check. With this feature, the router will
periodically ping a hosthame and automatically restart when a problem is detected.

38
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Status | ICMP Check

grete Enable [
Services
Host1 to ping www.google.com ipv4 or hostname
ICMP Check

=]
oo
=]
==

VRRP Host2 to ping
Failover

Ping timeout 4 seconds (range [1 - 10])
DTU

SNMP Max retries 10 (range [3 - 1000])

Modbus

- Inferval between ping 2 minutes (range [1 - 1440])
GPS

= Reconnect [

VPN
Action when failed Restart module i
IPSec Track

DDNS

Connect Radio Module
Captive Portal
WEB Filter

Network

Logout

e Enable: Enable ICMP check feature.

e Hostl to ping / Host2 to ping: The domain name or IP address for checking the network connection.

e Ping timeout: After a ping packet is sent, if the response packet is not received before the timeout, then
this ping has failed.

e Max retries: When the number of failed pings reaches the “Max retries”, this will trigger the action
configured in item “Action when failed”.

¢ Interval between pings: The time between two pings in minutes.

e Reconnect: Reconnect cell interface if ping failed.

e Action when failed: the options are “Restart module” and “Restart router”. “Restart module” will restart
the radio module. “Restart router” will restart the whole system including the radio module.

www.comset.com.au



O

Comset
your mam specialis CM950W User Manual
Status VRRP Configuration
System . . .
VRRP LAN Configuration Settings
Services
Enable [

ICMP Check

VRRP Virtual ID

Failover T T

Virtual IP address 192.168.1.253 e}

DTU

SNMP Priority

Modbus

Advertisement interval 1 S

GPS

SMS Password @

VPN

Track interface None >

IPSec Track

DDNS Track IP/Host

Connect Radio Module

Track Interval S

NMS

Captive Portal Track Weight

WEB Filter

Status

Network
Logout

e Enable: Enable VRRP (Virtual Router Redundancy Protocol) for LAN.

Virtual ID: Routers with the same IDs will be grouped in the same VRRP cluster, range [1 — 255]
Virtual IP address: Virtual IP address for LAN’s VRRP cluster. IP address entry can be deleted by

clicking the button il or added by clicking the button _]

Priority: The router with the highest priority in the same VRRP cluster will act as master. Range
[1-255]

Advertisement interval: VRRP send packet to a set of VRRP instances to advertise the device in
the MASTER state.

Password: The password for VRRP access.

Track interface: Check if the local interface is up or down.

Track IP/Host: The Host or IP address to ping.

Track Interval: The ping interval.

Track Weight: Priority will be subtracted from the initial priority in case of ping failure.

Status: Shows VRRP status (MASTER/BACKUP).

40
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3.5.3 Failover (link backup)

A}A CM950W Industrial Router 5G/4G/3G

omset

Status
System
Services
ICMP Check
VRRP
Failover
DTU
SNMP
Modbus
GPS
SMS
VPN
IPSec Track
DDNS
Connect Radio Module
NMS
Captive Portal
WEB Filter

Network

Logout

Failover Advanced

Failover Configuration

Failover Settings

Enable [
Back To High priority

Current interface ~ Primary

Primary Configuration

Primary Wired_wan =l
Host1 to ping
Host2 to ping
Ping timeout 1
Max Retries 10
Interval between ping 30

NAT | Default 2%

www.comset.com.au
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>

Secondary Configuration

Secondary

Host1 to ping

Host2 to ping

Ping timeout

Max Retries

Interval between ping

NAT

Third Configuration

Third

Host1 to ping

Host2 to ping

Ping timeout

Max Retries

Interval between ping

NAT

Enable: Enable failover feature
» Back to high priority: If “back to high priority” is checked, the router will go back to the
selected “high priority” WAN interface when available. The priorities can be set to primary,

secondary and third priority. There are four options to choose from: Wired-WAN, Wifi_client,

Cell_mobile, and None.

Host1 to ping / Host2 to ping: The domain name or IP address for checking the network

connection.

Ping timeout: After a ping packet is sent, if the response packet is not received before the
timeout, then this ping has failed.
Max retries: When the number of failed pings reaches the “Max retries”, this will confirm that
the WAN interface is unavailable.
Interval between pings: The time between two pings in seconds.
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Failover Advanced
Status Failover Advanced
System
) Failover Advanced Configuration
Services
ICMP Check Failover Settings
VRRP Cell Standby | Data disconnect v
Failover
SMS Alarm No alarm W
DTU
SNMP
Modbus

» Cell Standby: When the cell is in backup mode, you can choose between data connect, data
disconnect or radio off.

» SMS Alarm: This is if you need to send an SMS alarm every time the working interface
switches over.

3.54 DTU

Notes:

1) This feature is for the CM950W with DTU option only.

2) This feature conflicts with the “Connect Radio module” and “GPS send to serial”
features. Please disable “DTU” when using either of the above two functions.
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Status DTU DTU Log
System
= DTU Configuration
Services
Notes: DTU feature and "GPS Send to Serial” cannot be used at the same time
ICMP Check
oz Enable []
Failover SendDTUID [J
DTU
DTUID 060410156A000B97
SNMP
Modbus Send DTU ID on initial [
connection
GPS
SMS Forward delay 200 milliseconds (range[10,10000])
VPN
Terminate character(s)
IPSec Track
DDNS Debug Error i
Connect Radio Module
NMS
Captive Portal Serial Setting
WEB Eilter Serial baudrate 115200 bps
Network z :
Serial parity MNone
Logout
Serial databits 8 bits
Senal stopbits 1 bits
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Y YV V V

YV VV VYV

YV V V

Network Setting

Protocol TCP w
Service mode Client v

Enable Heartbeat [

Heartbeat Interval

Heartbeat Content

DTU center configuration
Delete
CENTER1

Center enable

Center IP/Domain 192 168.1.171

Center Port

New center name: ] Add

Enable: Enable DTU feature.

Send DTU ID: Send DTU ID at the front of the packet.

DTU ID: The default DTU ID is the SN of the router. You can change it if required.
Forward delay: This unit is in milliseconds. It is the time delay when sending data between
the serial port and the network.

Terminate Character: This is to split serial port data into different packages with terminate
character. This can be a string or hexadecimal which starts with Ox, such as 0x0a0d.
Debug: Debug level for log output.

Serial baudrate: Supports 300/1200/2400/4800/9600/19200/38400/57600/115200bps.
Serial parity: Can be none, odd or even.

Serial databits: Can be 7 bits or 8 bits.

Serial stopbit: Can be 1 bit or 2 bits.

Protocol: Both TCP and UDP are supported.

Service mode: Client and Server are supported.

Enable heartbeat: The heartbeat is used to maintain the “keep alive” connection.
Heartbeat interval: The time between two heartbeat packets.

www.comset.com.au
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>
>

Heartbeat content: The content of heartbeat packets.
DTU center Configuration: The DTU centre is the DTU server. Simply input the centre name
and click the button “Add”.

> If the centre is not needed, you can delete it by clicking the “Delete” button or set it to
‘Disabled’.
Notes:
The maximum number of DTU centres is 32.
3.5.5 SNMP
Status SNMP Configuration
System )
General Settings
Services
Enable SNMP [
ICMP Check
VRRP Remote Access [ ]
Failover Contact | bofh@example.com
DTU
Location
SNMP
Modbus Name  CM950W
GPS
SMS Port | 161
® Enable SNMP: Enable the SNMP feature
® Remote Access: Allow SNMP remote access. If it is unchecked, only the LAN subnet can

access SNMP.

Contact: Set the contact information here.
Location: Set the router’s physical address.
Name: Set the router’s name in SNMP.

Port: SNMP service port, the default value is 161.
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SNMP v1 and v2c Settings

Get Community

Get Host/Lan

Set Community

Set Host/Lan

Trap receiver IP

SNMPw1 only

oublic
pubiic

® Get Community: The username for SNMP get. The default value is ‘public’. SNMP get is

read-only.

® Get Host/Lan: The network range to get the router via SNMP, default is ‘0.0.0.0./0’
® Set Community: The username for SNMP set. The default value is ‘private’. SNMP set is

read-write.

® Set Host/Lan: The network range to set the router via SNMP, default is ‘0.0.0.0./0’

SNMP v3 Settings

User

Security Mode
Authentication
Encryption
Authentication Password

Encryption Password

admin_user

[ TTITTTTT] L 3

(IX XTI ALY} e 53

® User: SNMPv3 username

Security Mode: Three options: None, Private and Authorised. If it is set to ‘None’, there is no

password required. If it is set to ‘Authorised’, only Authentication method and password are

required.

Authentication: Authentication method with two options: MD5 and SHA.

Encryption: Encryption method DES and AES supported.

Authentication password: SNMPv3 authentication password is at least 8 characters long.
Encryption password: SNMPv3 encryption password is at least 8 characters long.

After all items are setup, click the button “Save & Apply” to enable SNMP functionality.
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3.5.6 GPS (optional CM950W-G model)

Status _ GPS Configuration

System Notes: DTU feature and "GPS Send to Serial” cannot be used at the same time

Services Enable [

ICMP Check
Prefix SNNo. [

VRRP

Failover Only GPRME [

DTU Send interval 10

SNMP

GPS send to TCP v

Modbus

GPS Server IP/Domain | 192.168.1.100

SMS

VPN Server port 6000

IPSec Track

DDNS

Connect Radio Module
® Enable: Check this button to enable GPS.
® Prefix SN No: If checked, it will add the router’s SN to the data packet.
® Only GPRMC: If checked, it will only send GPRMC data info (Longitude Latitude altitude)
® Send interval: Set the frequency of GPS data packets being sent.
® GPS Send to: Choose between “Serial” and “TCP/IP”. The router will only receive the GPS

signal and will not process it. It will send this GPS signal to your GPS processor devices or
servers. If the GPS processor device is connected to the CM950W Router via a Serial Port,
please choose “Serial”.
If the GPS processor device is a remote server, please choose “Serial”.
GPS to TCP/UDP Settings
® Server IP: Fill in the correct destination server IP or domain name.
® Server port: Fill in the correct destination server port.

www.comset.com.au
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GPS Configuration

Notes: DTU feature and "GPS Send to Serial’ cannot be used at the same ime
Enable
Prefix SN No.
Only GPRMC

Send interval 0

GPS send to Serial Y

Senal baudrate 115200 bps T

Serial parity Mone Y

Serial databits

[==

(=
i
-

o

Serial stopiits bits T

Serial flow control Mone Y

Serial baudrate: 9600/19200/38400/57600/115200bps
Serial parity: none/odd/even

Serial databits: 7/8

Serial stopbits: 1/2

Serial flow control: none/hardware/software

www.comset.com.au
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3.5.7 SMS

> SMS Command

www.comset.com.au
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Status SMS Command SMS Alarm Phone Number SMS D0 Mail D0 Default DI0 =ms
System
_ SMS Command
Services
ICMP Check Enable [ |
YRRP
SMS ACK |:|
Failover
oTU Fix error for some network |:|
SNMP
Rebkoot Router Command reboot
Modbus
GPS Get Cell Status Command cellstatus
SHMS
Set Cell link-up Command cellup
VPN
IPSec Track Set Cell link-down Command | celldo
DDNS
diolH [¥]
Cennect Hisdio Noduie DI0_0 Set Command iof] @ SetDIO0
NS DIO_0 Reset Command | dia0D [@ ResetDIO0
Captive Portal
\WEB Fitter DI0_1 Set Command dio11 & SetDion
Wetweich DIO_1Reset Command | dio10 @ ResetDIOY
Logout
DI0_2 Set Command dio21 @ setDIOZ
D02 Reset Command dio20 3] ResetDiD2
DIO_3 Set Command dio31 [ setDID3
DIC_3 Reset Command dio30 3 ResetDiD2
DIO Status Command diostatus
Wifi On Command wifion
Wifi Off Command wifioff

Force Cellup Command

Switch SIM Command

simzwilch

® Enable: Check it to enable the SMS command feature.
® SMS ACK: If checked, the router will send the command feedback to the sender’s mobile

phone number.

® Reboot Router Command: Input the command for “reboot” operation, default is “reboot”.
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® Get Cell Status Command: Input the command for “router cell status” operation, default is
“cellstatus”.

® Set cell link-up Command: Input the command for “router cell link up” operation, default is
“cellup”. If the router gets this command, the Router Cell will go online.

® Set cell link-down Command: Input the command for “router cell link down” operation,
default is “celldown”. If the router gets this command, the Router Cell will go offline.

® DIO_0 Set Command: Input the command for I/O port 0. For SMS feature, please keep the
default parameters.

® DIO_0 Reset Command: Input the command for I/O port 0. For SMS feature, please keep
the default parameters.

® DIO_1 Set Command: Input the command for I/O port 1. For SMS feature, please keep the
default parameters.

® DIO_1 Reset Command: Input the command for I/O port 1. For SMS feature, please keep
the default parameters.

® DIO Status Command: Input the command for I/O port status. For SMS feature, please keep
the default parameters.

® Wifi on Command: input the command for turning on WiFi. For SMS feature, please keep
the default parameters.

® Wifi off Command: input the command for turning off WiFi. For SMS feature, please keep
the default parameters.

» SMS alarm
Status SMS Command SMS Alarm Phone Number SMS DIO Mail DIO Default DIO sms
System
SMS Alarm
Services
ICMP Check SMS Alarm [
VRRP
Failover i
RSSI Alarm Settings
DTU
Signal Alarm
SNMP
b Enable Signal Quality Alarm [
GPS
Singal Quality Threshold
SMS
VPN Failed Times Threshold
IPSec Track
Success Times Threshold 2 >
DDNS
Connect Radio Module
NMS

® SMS Alarm: Enable the SMS alarm feature.
® Enable Signal Quality Alarm: Enable Signal Quality Alarm feature.
® Signal Quality Threshold: Set the signal quality threshold.
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Failed Times Threshold: If the failed counter exceeds this threshold, a signal alarm
will be generated.

Success Times Threshold: If a signal alarm is generated, and the success counter
is greater or equal to the Success Times Threshold, this will clear the signal alarm.

> Phone Number

Status
System
Services
ICMP Check
VRRP
Failover
DTU
SNMP
Modbus
GPS
SMS
VPN
IPSec Track
DDNS
Connect Radio Module

NMS

SMS Command SMS Alarm Phone Number SMS DIO Mail DIO Default DIO sms

Phone Number

Phone Number Configuration

Delete
NUM1

SMS Command [
SMS Alarm [
DIO change [

Phone Number

New group name "] Add

Add Phone number: Input a name and click the button “Add” to add a new Phone
number.

Delete Phone number: Click the button “Delete”.

SMS command: Enable the SMS command feature on this phone number.

SMS alarm: This phone number can receive SMS alarms.
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> SMS Log

Status
System
Services
ICMP Check
VRRP
Failover
DTU
SNMP
Modbus
GPS
SMS
VPN
IPSec Track
DDNS
Connect Radio Medule
NMS
Captive Portal
WEB Filter

Network

SMS Command SMS Alarm

SMS Log

Phone Number

Sl

M

S

® SMS Log: SMS send and receive log.

> DIO Mail

Status
System
Services
ICMP Check
VRRP
Failover
DTU
SNMP
Modbus
GPS
SMS
VPN
IPSec Track
DDNS
Connect Radio Module
NMS
Captive Portal
WEB Filter

Network

Logout

SMS Command

Mail Configuration

Send email to specified address when DIO changed

Enable

SMTP server

Port

Username/Account

SMTP Authentication

Username

Password

TS

StartTLS

Check server certificate

TLS frust file

SMS Alarm

Phone Number

DIO Mail

| Browse... | No file selected.

www.comset.com.au
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Clear SMS log
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® Enable: Activate DIO Mail functionality.

® SMTP server: SMTP server IP address or URL.

® Port: SMTP server port.

® SMTP Authentication: Enable it if SMTP server requires SMTP authentication.

® Username: Username for SMTP authentication.

® Password: Password for SMTP authentication.

® TLS: Enable or disable TLS (also known as SSL) for secured connections.

® StartTLS: Choose the TLS variant. Start TLS from within the session (default is ‘on’)
or tunnel the session through TLS (‘off’).

® Check server certificate: Activate server certificate verification using a list of trusted
Certification Authorities (CAs).

® TLS trust file: Activate server certificate verification using trusted Certification

Authorities (CAs).
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Iail format System template [
DIO_0 name Dloo
DIO_0 high text
DIO_0 low text 0
DIO_1 name DI
DIC_1 high text
DIC_1 low text ]
DIO 2 name Dio2
DIC_2 high text
DIO_2 low text a
DIC_3 name DIO3
DIC_3 high text 1

DIO 3 low text 0

Receiver Configuration

This section contains no values yet

Mew group name ] Add

The default email title is “[DIOx] changed”, and content is SN:8600000000, [DIOx] has changed
from [valueQ] to [value1}.
Configure email title and content, replace string in [ ].
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> DIO Default

Status
System
Services
ICMF Check
VRRP
Failover
[BRRY
SNMP
Modbus
GPS
SMS
VPN
IPSec Track
DDNS
Connect Radio Module
NMS
Captive Partal
WERB Filter
Network

Logout

® DIO trap: Sends SNMP trap when DIO changes from 1to 0, or 0 to 1.

SMS Command SMS Alarm Phone Number SMS

DIO Configuration

DIOtrap [

Set DIO to high for a period of
time

DIO_0 default value
DIO_1 default value
DIO_2 default value
DIO_3 default value

DIO_OStatus 0
DIO_1 Status 0
DIO_2 Status  C
DIO_3 Status  C
DIO_0 Function None
DIO_1 Function Mone
DIO_2 Function Mone

DIO_3 Function Mone

DIO Mail

DIO sms

® Set DIO to high for a period of time: DIO will stay on high for the set period of time,
at the end of which DIO will revert back to low. Value 0 means disable this function.
® DIO_0 default value: DIO default value is low (0). If this value is set to high (1), and

as soon as the device is ‘up’, this value will be set to high automatically.

® DIO_1 default value: DIO default value is low (0). If this value is set to high (1), and

as soon as the device is ‘up’, this value will be set to high automatically.

® DIO_2 default value: DIO default value is low (0). If this value is set to high (1), and

as soon as the device is ‘up’, this value will be set to high automatically.

® DIO_3 default value: DIO default value is low (0). If this value is set to high (1), and

as soon as the device is ‘up’, this value will be set to high automatically.

www.comset.com.au
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® DIO_0 value: DIO current value. 0 means low and 1 means high.

DIO_1 value: DIO current value. 0 means low and 1 means high.

DIO_2 value: DIO current value. 0 means low and 1 means high.

DIO_3 value: DIO current value. 0 means low and 1 means high.

DIO_0 Function: The DIO function can be set to None, GPS, WiFi1, WiFi2 or Cell.

The DIO value can be set to high to turn on functionality or set to low to turn it off. If

the value is None, then no action is taken.

® DIO_1 Function: The DIO function can be set to None, GPS, WiFi1, WiFi2 or Cell.
The DIO value can be set to high to turn on functionality or set to low to turn it off. If
the value is None, then no action is taken.

® DIO_2 Function: The DIO function can be set to None, GPS, WiFi1, WiFi2 or Cell.
The DIO value can be set to high to turn on functionality or set to low to turn it off. If
the value is None, then no action is taken.

® DIO_3 Function: The DIO function can be set to None, GPS, WiFi1, WiFi2 or Cell.
The DIO value can be set to high to turn on functionality or set to low to turn it off. If
the value is None, then no action is taken.

Status SMS Command SMS Alarm Phone Number SMS DIO Mail DIO Default
System
) DIO SMS configuration
Services
send user defined SMS alarm when DIO changed
ICMP Check
VRRE Enable self-defined DIO SMS
alarm
Failover
O SMS text for DICO changed
from low to high
SNMP
SMS text for DIOO changed
Modbus from high to fow
GPS
SMS text for DIO1 changed
SMS from low to high
VPN
SMS text for DIO1 changed
IPSec Track from high to low
DDNS
SMS text for DIO2 changed
Connect Radio Module from low to high
NMS
SMS text for DIO2 changed
Captive Portal from high to low
OELEAF 5 SIS text for DIO3 changed
Network from low to high
Logeout SMS text for DIO3 changed

from high to low

When the DIO value changes, it will send an SMS text accordingly. You must enable “DIO change”
On the “Phone Number” page. If the user-defined text is empty, it will send the system default SMS text. The default format
is SN:[86000000000], [DIOx] is changed from [valuel] to [valueO].
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3.5.8 VPN

3.5.8.1 IPSEC

: www.comset.com.au
O, CM950W Industrial Router 5G/4G/3G ekt

w ki
Status IPSec PPTP L2TP OpenVPN GRE Tunnel

i IPsec Configuration
Services

IGMBGlieck Instance name Enable Exchange mode Auth method Operation level
VRRP

ipsec_base No IKEv1-Main PSK Server |4 Edit | %) Delete
Failover
DTU
New instance name Client | ] Add
SNMP
Modbus Enable Route-based IPSec [
GPS
SMs
IPSec Track
DDNS
Connect Radio Module
NMS
Captive Portal
WEB Filter

Network

Logout

This page displays a list of already configured IPSec instances and their state. Click the “Edit”
button to modify the instance or click the “Delete” button to delete it.

The default settings are policy based IPSec. If you tick the “Enable Route-based IPSec” button,
and click on “Save & Apply”, the settings will switch to router based IPSec.
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IPSec Instance: Ipsec_base

Enable []
Exchange mode IKEv1-Main v
Operation Level Iain ~
Authentication method PSK Server W
Remote VPN endpoint l Please choose — vl
Local endpoint l—— Please choose - vl

Local IKE identifier

Remote IKE identifier

Connection type Tunnel v
Preshared Keys x
Perfect Forward Secrecy Enable o
DPD action None e
DPD delay 30 seconds
DPD timeout 150 seconds
MNAT Traversal Enable W

® Enable: Enable IPSEC feature

® Exchange mode: IKEv1-Main, IKEv1-Aggressive and IKEv2-Main modes are
supported.

® Operation level: This is for IPSec backup. One instance is “Main”, and another
instance is “Backup”. If the “Main” instance is down, it will switch to the “Backup”
instance.

® Authentication method: Client and Server. Client is the machine which starts the
IPSEC connection.

® Remote VPN endpoint: Domain name or IP address of the remote endpoint. This
needs to be accessed over the internet.
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Local endpoint: Domain name, IP address or interface name of this device.

Local IKE identifier: Identity to use for the local device authentication.

Remote IKE identifier: Identity to use for the remote device authentication.
Preshared Keys: This is known as PSK. The length is 16 to 32.

Perfect Forward Secrecy: Enable or Disable.

DPD action: This controls the use of DPD RFC 3706 (Dead Peer Detection
protocol), where R_U_THERE notification messages (IKEv1) or empty
INFORMATIONAL messages (IKEv2) are periodically sent in order to check the
liveliness of the IPSec peer. The values clear, hold, and restart all activate DPD and
determine the action to perform on a timeout. With clear the connection is closed
with no further actions taken. hold installs a trap policy, which will catch matching
traffic and tries to re-negotiate the connection on demand. restart will immediately
trigger an attempt to re-negotiate the connection. The default is none which disables
the active sending of DPD messages.

DPD delay: This defines the period time interval with which R_U_THERE
messages/INFORMATIONAL exchanges are sent to the peer.

DPD timeout: This defines the timeout interval, after which all connections to a peer
are deleted in case of inactivity.

NAT traversal: This indicates whether the device is behind a NAT device or not.

Local source ip
Remote source ip
Additional phase1 il

Additional phase2 ]

Local LAM bypass ]
Local subnet 192.168.1.0/24 |

Remote subnet 192 168.10.0/24 ]

Local source ip: The internal source IP of the local device to use in a tunnel, also
known as virtual IP.

Remote source ip: The internal source IP of the remote device to use in a tunnel,
also known as virtual IP.

Local subnet: The local subnet which connects to the IPSEC VPN.

Remote subnet: The remote subnet which connects to the IPSEC VPN.
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Phase 1 Proposal

Enable

Encryption algorithm
Hash algorithm
DH group

Life time

Phase 2 Proposal

Enable

Encryption algorithm
PFS group
Authentication

Life time

3DES

HMAC SHA1

MODP1024/2

10800

>
m
(]
o
(]

MODP1024/2

HMAC_SHA1

3600

seconds

seconds

Note:

All configurations in Phase 1 Proposal and Phase 2 Proposal must match with the remote
endpoint to establish an IPSEC connection.
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IPSec PPTP L2TP OpenVPN GRE Tunnel

Point-to-Point Tunneling Protocol
PPTP Configuration

Below is a list of configured PPTP instances and their state

Enable

Name Type
Server No Z] Edit | x] Delete
New instance name: Role: | Client || ] Add New
PPTP NAT enable

This page displays a list of already configured PPTP instances and their state. Click the “Edit”
button to modify the instance or click the “Delete” button to delete it.

® PPTP NAT enable: This is to enable PPTP interface NAT.

» PPTP Client configuration
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PPTP Client Instance: Client

Main Settings
Enable []

Senver
Username
Fassword b
Remote LAM subnet
Remote LAN netmask

Local tunnel [P

T
Keep Alive

Use DMS servers advertised by
peer

Refuse PAP [ ]

Refuse EAP [ ]

Refuse CHAP  []

Refuse MS-CHAP [ ]

MPPE Encryption

Debug [ ]

Restart module when PPTP

connects failed
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® Enable: Enable this instance.

® Server: Domain name or IP address of PPTP server.

® Username: Server authentication username.

® Password: Server authentication password.

® Remote LAN subnet: This is the remote subnet which can be accessed via PPTP
tunnel, such as 192.168.10.0.

® Remote LAN netmask: This is the netmask for the remote LAN subnet, such as
255.255.255.0.

® MTU: Maximum Transmission Unit.

® Keep Alive: Number of unanswered echo requests before considering the peer dead.
The interval between echo requests is 5 seconds.

® Use DNS servers advertised by peer: If unchecked, the advertised DNS server
addresses are ignored.

® MPPE Encryption: Microsoft Point-to-Point Encryption.

® Debug: Adds verbose PPTP log in system log.

® Restart module when PPTP connect fails: In some networks, PPTP cannot connect

until the module is restarted.

> PPTP Server Configuration

PPTP Server Instance:

Main Settings

1 Add

Enable

O

PPTP Local IP 192.168.0.1

PPTP remote P start 192.168.0 20

PPTP remote IP end 92.166.0.30

ARP Proxy

MPPE Encryption

IPCP-acceptremote

Debug

i

]

o o

........ > ] Delete

X0 £33

PPTP Local IP: Indicates the server’s |IP address.

PPTP Remote IP start: The remote IP address lease start.

PPTP Remote IP end: The remote IP address lease end.

ARP Proxy: If the remote IP has the same subnet as the LAN, check it for connecting
with each other.

MPPE Encryption: Microsoft Point-to-Point Encryption.

Debug: For PPTP server debug, the log can be monitored in the system log.
Username: Server authentication username

Password: Server authentication password.
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3.5.8.3 L2TP

This page displays a list of already configured L2TP instances and their state. Click the “Edit” button
to modify the instance or click the “Delete” button to delete it.

IPSec PPTP L2TP OpenVPN

Layer 2 Tunneling Protocol

L2TP Configuration

Name

L2tpd_server

New instance name:

L2TP NAT enable

GRE Tunnel
Type Enable
Server No
Role: | Cliert v || 1] Add New

» L2TP Client configuration

www.comset.com.au
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L2TP Client Instance: Cli

Main Settings

Enable []

Server
Username

Password L

Remote LAN subnet

Remote LAN netmask

Refuse MS-CHAP

Refuse CHAP

Local tunnel IP

MTU

Keep Alive

Refuse PAP

Refuse EAP

O 0o o o

Debug [ ]

Enable: Enable this L2TP instance.

Server: Domain name or IP address of L2TP server.

Username: Server authentication username.

Password: Server authentication password.

Remote LAN subnet: This is the remote subnet which can be accessed via L2TP
tunnel, such as 192.168.10.0.

Remote LAN netmask: This is the netmask for the remote LAN subnet, such as
255.255.255.0.

MTU: Maximum Transmission Unit.

Keep Alive: Number of unanswered echo requests before considering the peer dead.
The interval between echo requests is 5 seconds.

Checkup Interval: Number of seconds to pass before checking if the interface is not
up since the last setup attempt and retry the connection otherwise. Set it to a value
sufficient for a successful L2TP connection for you. It is mainly for the case that netifd
sent the connect request yet x|2tpd failed to complete it without the notice of netifd.
Debug: Adds L2TP verbose log into the system log.
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» L2TP Server configuration

L2TP Server Instance: L2tpd_server

Main Settings

Enable []

L2TP Local IP

Remote IP range begin

Remote IP range end

IPCP-accept-remote

Username

7] Add

DNS

Length bit

IPSec saref

ARP Proxy

O o o o

Debug

Password

Local IP: Indicates the server’s |IP address.

Remote IP range begin: The remote IP address lease start.

Remote IP range end: The remote IP address lease end.

Remote LAN IP: The remote LAN subnet that can be accessed via L2TP tunnel, such
as 192.168.10.0.

Remote LAN netmask: The mask of L2TP client IP. The default value is
255.255.255.0

ARP Proxy: This allows the remote L2TP client to access the local LAN subnet. The
remote IP range should be included in the LAN subnet, such as local LAN subnet
192.168.1.0/24. Then configure Remote IP range to begin with 192.168.1.20 and
Remote IP range to end with 192.168.1.30 and enable ARP Proxy.

Debug: This adds L2TP verbose log into the system log.

Username: Server authentication username.

Password: Server authentication password.
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3.5.8.4 OpenVPN

This page displays a list of already configured OpenVPN instances and their state. Click the “Edit”
button to modify the instance or click the “Delete” button to delete it. Click the “Start” or “Stop”
buttons to start or stop a specific instance.

OpenVPN

OpenVPN instances
Please goto oveniew page to restart openVPN instance manually after Apply

enabled

custom_config i

sample_server [

sample_client Na

New instance name:

OpenVPN NAT enable

Started

no

no

no

Start/Stop Tun/Tap Port
& stant tun 1184
& stant tun 1104
& stan tun 1194
e | £ Add

Protocol

udp

udp

udp

|4 Edit | ¥ Delete

4] Edit | x] Delste

@ Edit | %) Delete

Note: For OpenVPN configuration help, hover the cursor over the item to get more information. If
the item you need is not shown on the main page, please check the “Additional Field” dropdown

list at the bottom of the page.
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Overview » Instance "sample server”

Switch to advanced configuration »

enabled [ ]
verbh 3 | Lo |
port 194
tun_ipvé [ ]
nice
1
dev_type
ifconfig s | T |
server_bridge o
remaote 0 120
secret
pkcs12 dp | 5 |
ca —
dh
1
cert
key :|
fullefg
— Additional Field - i Add
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3.5.8.5 GRE tunnel

GRE Tunnel
GRE Instance: Gre tunnel
Enable []
TIL 255
MTU 1500

Peer P Address

Remote LAM subnet

Remote LAM netmask

Metric

Local Interface Al o

Local Tunnel IP

Local Tunnel Mask

Keepalive Mone e

Enable: Enable GRE tunnel feature.

TTL: Time-to-live.

MTU: Maximum Transmission Unit.

Peer IP address: Remote WAN IP address.

Remote Network IP: Remote LAN subnet address that can be accessed via GRE
tunnel, such as 192.168.10.0.

Remote Netmask: Remote LAN subnet mask, such as 255.255.255.0.

Local Tunnel IP: Virtual IP address. This cannot be in the same subnet as the LAN
network.

® Local Tunnel Mask: Virtual IP mask.
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® Local Interface: Bond a specific interface for GRE tunnel.

® keepalive: Values are “none”, “receive only” and “send and receive”. If the value is
‘none”, The GRE tunnel will remain up. If the value is “receive only” and if no GRE
keepalive message has been received for peer device, this will set the tunnel up. If
the value is “send and receive”, this will send a keepalive message to the remote peer,

as well as receive a keepalive message from the peer.

3.5.9 DDNS

DDNS allows a router to be reached via a fixed domain name while having a dynamically changing
IP address.

Status Dynamic DNS

Dynamic DNS allows that your router can be reached with a fixed hostname while having a dynamically changing IP address

System
Services Overview
ICMP Check Belowis a list of configured DDNS configurations and their current state
If you want to send updates for IPv4 and IPv6 you need to define two separate Configurations i e 'myddns_ipv4’ and ‘myddns_ipve
VRRP
Failaver Configuration Hostname/Domain Enabled Last Update Process ID
Registered IP Next Update Start / Stop
SNMP
aiannle yourhost.example.com Never s i@ Edit | p] Delete
L pletp Mo data Disabled
GPS
B yourhostexample.com Never 7 1
myddns_ipvé your (4] Edit | p] Delete
SMS Y P o data Disabied
VPN
DONS [ Add
Connect Radio Module
Ntk e i i
Logout
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Details for: example_ipv4

Basic Setffings

Enabled

IF address version

DONS Service provider [IPv4]

Hostname/Domain

Username

Password

Advanced Settings

Timer Settings Log File Viewer

* [Pv4-Address
IPv6-Address

dyndns.org

comsetsupport.dvrdns.org

lechsupport

=] Backto Overview .‘.:-"aa\re&.AﬁpIy mm
Enabled: Enable this instance.

IP address version: IPv4 and IPv6 supported.

DDNS Service provider: Select a suitable provider.

Hostname/Domain: The Domain name to remotely access the router.

Basic Settings Advanced Settings Timer Settings Log File Viewer

IP address source [IPv4] Network H
Network [IPv4] ifmobile v
DNS-Server
PROXY-Server
Log to syslog Notice H
Logto file v

® [P address source: Defines the source of the systems IPv4-Address which will be
sent to the DDNS provider. We recommend the option ‘Network’.

® Network: Defines the network of the systems |IPv4-Address.

® DNS-server: OPTIONAL: Use non-default DNS-Server to detect 'Registered IP'. |IP

73
www.comset.com.au



O

Comset CM950W User Manual

address and domain name are required.

® Log to syslog: Writes log messages to the syslog. Critical errors will always be
written to the syslog.

® log to file: Writes detailed messages to the log file. File will be truncated
automatically.

Basic Settings Advanced Settings Timer Settings Log File Viewer

Check Interval 10 minutes

<

~
N

Force Interval hours

<«

Error Retry Counter 0

Error Retry Interval 60 seconds

<

® Check Interval: The minimum check interval is 1 minute=60seconds.

® Force interval: The minimum check interval is 1 minute=60seconds.

® Error Retry Counter: On Error, the script will stop execution after a given number of
retries. The default settings of ‘0’ will retry indefinitely.

Basic Settings Advanced Settings Timer Settings Log File Viewer

Read / Reread log file

/var/log/ddns/example ipv4.log

Please press [Read] button

Read the log file of DDNS.
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Note:

If you use the DDNS server no-ip.com, please tick the box " Use HTTP Secure" and input

"8.8.8.8" for the DNS-Server.

Details for: example_ipv4

Basic Settings Advanced Settings Timer Settings Log File Viewer

Enabled |

IP address version '® |Pyd-Address
|PvE-Address

DDNS Service provider [IPW] | No-IP.com v
Hostname/Domain | yourhost.example.com
Usemame  your_username

Password | sesssssssssss -

Use HTTP Secure ¥

Path to CA-Certificate fetcfsslicerts

Dynamic DNS

Dynamic DNS allows that your router can be reached with a fixed hostname while having a dynamically changing IP address.

Details for: example_ipv4

Basic Settings Advanced Settings Timer Settings Log File Viewer
IP address source [IPv4] Network E
Network [IPvd] | wan E

DNS-Server | 8.8.8.8

PROXY-Server
Log to syslog Notice E
Logtofile
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3.5.10 Connect Radio Module

The Connect Radio Module feature is used for exchanging data between Radio module and serial.

Note:

This feature conflicts with the “DTU” and “GPS sent to serial” functions. Please make
sure the other two features are disabled before enabling the Connect Radio Module.
Otherwise, the following error will appear:

Status
System
Services
ICMP Check
VRRP
Failover
DTU
SNMP
Modbus
GPS
SMS
VPN
IPSec Track
DDNS
Connect Radio Module
NMS
Captive Partal
WEB Filter

Network

Logout

Connect Radio Module Configuration

Exchange data between radio module and serial

Enable [ ]
Connect mode Seral i
Serial baudrate 115200 bps ~
Serial parity Mone I3
Serial databits B bits i
Serial stopbits | bits v

Connect Mode: Serial only

Modem to Serial Settings

Serial baudrate: 9600/19200/38400/57600/115200bps
Serial parity: none/odd/even

Serial databits: 7 bits/ 8 bits

Serial stopbit: 1 bit/ 2 bits

Serial Flow Control: none/hardware/software
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3.6 Network Configuration

3.6.1 Operation Mode

; www.comset.com.au
Ab‘k CM950W Industrial Router 5G/4G/3G L
- your m2m specialist
Comaet
Status Operation mode configuration
System ‘You may configure the operation mode suitable for you environment.
Services Operationmode O Bridge mode

All ethernet and wireless interfaces are bridged into a single bridge interface

Network

Operation Mode
Mobile
LAN
Wired-WAN port role
Wired WAN
WAN IPv6
Interfaces NAT enable
Wi-Fi
Firewall
Static Routes
Switch
DHCP and DNS
Hostnames
Loopback Interface
Dynamic Routing
Diagnostics

Qos

Load Balancing

> Operation mode

® Bridge: All Ethernet and wireless interfaces are bridged into a single bridge interface.
® Gateway: The first Ethernet port is treated as a WAN port. The second Ethernet port

@ Gateway mode

The first ethernet port is treated as WAN port. The other ethernet ports and the wireless interface are bridged together and are treated as LAN ports
O AP client mode

The wireless ap client interface is treated as WAN port

@ Wired-WAN port acts as WAN
O Wired-WAN port acts as LAN

and the wireless interface are bridged together and are treated as LAN ports.

® AP Client: The wireless apcli interface is treated as a WAN port and the wireless AP

interface and the Ethernet ports are treated as LAN ports.

> NAT Enabled

Network Address Translation. Default is Enabled.

> Ethernet WAN port:

Wired-WAN port acts as WAN

Default is checked.

Wired-WAN port acts as LAN
Default is un-checked. If you check this box, the WAN port will act as a LAN port.

The default operation is in “Gateway mode”.
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3.6.2 Mobile configuration

The router supports dual SIM. Here you can configure the parameters for both SIM cards.

Status

System

Services

Network
Operation Mode
Mobile
LAN
Wired WAN
WAN IPv6
Interfaces
Wi-Fi
Firewall
Static Routes
Switch
DHCP and DNS
Hostnames
Loopback Interface
Dynamic Routing
Diagnostics
QoS
Load Balancing

Logout

General SIM Switch

Status Genera SIM Switch
N N - System
Mobile Configuration i Mobile Configuration
Services
SIM 1 SIM 2
Network SiM1
Operation Mode
Enable Enable
Mobile
Mobile connection | DHCP mode v T Mobile connection | DHCP mode v
Hifa Wired WAN —
WAN IPv6
Dialing number ~ *99% iilsracs Dialing number ~ *99#
WiFi
APN telstrainterne APN
Firewall
Authentication method | None v Static Routes Authentication method | None v
Switch
Dual APN support [ Dual APN support [
DHCP and DNS
Network Type  automatic v Hostnames Network Type | automatic v
Loopback Interface
MTU MTU
Dynamic Routing
Default route Diagnostics Default route

QoS

Load Balancing

Enable: Enable mobile network.

Mobile connection: Keep the default value DHCP.

Pin Code: Most SIM cards do not have a PIN number; in which case you leave blank.
Dialing number: Keep the default value *99#

APN: Fill in the related value. The default value is telstra.internet.

Authentication method: There are three options to choose from (None, PAP, CHAP). The
common value is None. PAP and CHAP modes require a username and a password.
Dual APN support: Here you can enter a second APN.

Network Type: Options are Automatic, NR5G, 4G (LTE) only, WCDMA only, LTENRSG. It
is recommended to keep the default value Automatic.

MTU: Maximum Transmission Unit. It is the maximum size of packets transmitted on the
network. The default value is 1500.
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3.6.3 SIM Switch

Status

System

Services

Network
Operation Mode
Mobile
LAN
Wired WAN
WAN IPv6
Interfaces
Wi-Fi
Firewall
Static Routes
Switch
DHCP and DNS
Hostnames
Loopback Interface
Dynamic Routing
Diagnostics
QoS

Load Balancing

General

On ICMP check

On signal strength

Switch to master

SIM Switch

Cell Switch Configuration

Master SIM SiM 1 v

Enable SIM switch

Switch Rules

On Time

On dial fail

On data limit

o o o o o o

Logout
Item Description
Master SIM Choose SIM1 or SIM2 as a master SIM. The other SIM will act as a backup SIM.

Enable SIM switch

Check this box to enable the SIM switch feature. Otherwise, the router will work with a single

SIM.

Switch Rules

On Time

The switch will occur based on the set schedule.

On ICMP check

The switch will occur based on ICMP check.

On Signal strength

The switch will occur if the signal strength drops below a set CSQ
value. Values can be between 1 and 30.

On dial fail

The switch will occur if the number of re-dials exceeds the set value.

On data limit

The switch will occur if the working SIM reaches a pre-set data limit.

Switch to master

The router will switch back to the master SIM after a set time.

Notes: some trigger rules can be selected and used at the same time to meet different applications.
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3.6.4 LAN settings

Status Interfaces - LAN
System On this page you can configure the network interfaces. You can bridge several interfaces by

ticking the "bridge interfaces” field and enter the names of several network interfaces
Saivicee separated by spaces. You can also use VLAN notation INTERFACE . VLANNR (€.0.. eth0.1}
Network ; .

Common Configuration
Logout ) ) ) i ) !

General Setup Advanced Settings Physical Settings Firewall Settings
Status 2  Uptime: 1h 14m 413
br-lan

MAC-Address: F6:7C-AE36:26:3A
RX: 553 MB (24840 Phkts.)

TX: 7.94 MB (16109 Pkis.)

IPv4: 192 168.1.1/24

IPv6: fdbb:67a9:e60::1/60

Protocol Static address w

Really switch protocol? [@ Switch protocol

IPv4 address 192 168.1.1

IPv4 netmask | 255.255.255.0 “
IPv4 gateway
IPv4 broadcast
Use custom DNS servers )|
IPvE assignment length 60 v

IPv6 assignment hint

® Protocol: Only static address is supported for LAN.

® Use custom DNS servers: Multiple DNS servers are supported.

® [IPv6 assignment length: Assign a part of given length of every public IPv6-prefix to LAN
interface.

® [IPv6 assignment hint: Assign prefix parts using this hexadecimal sub prefix ID for LAN
interface.
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Status Interfaces - LAN

System On this page you can configure the network interfaces. You can bridge several
interfaces by ticking the "bridge interfaces" field and enter the names of several

Services network interfaces separated by spaces. You can also use VLAN notation
INTERFACE.VLANNR (.0, eth0.1).

Network

Logout Common Configuration

General Setup Advanced Settings Physical Settings

Firewall Settings

Bring up on boot
Use builtin IPv6-management

Secondary IP address

Secondary Mask o

Override MAC address

Override MTU

Use gateway metric

Bring up on boot: If checked, the LAN interface will be set to ‘up’ upon system boot-up. If
unchecked, the LAN interface will be ‘down’. Don’t uncheck it if not required.

Use built-in IPv6-management: The default is checked. If IPv6 is not needed, it can be
unchecked.

Override MAC address: Overrides LAN MAC address.

Override MTU: Maximum Transmission Unit.

Use gateway metric: The LAN subnet’s metric to gateway.
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Status Interfaces - LAN
System On this page you can configure the network interfaces. You can bridge several
interfaces by ticking the "bridge interfaces” field and enter the names of several
Services network interfaces separated by spaces. You can also use notation
INTERFACE.VLANNR (g.g. eth0.1)
Network
Operation Mode Common Configuration
Mobile General Setup Advanced Settings Physical Settings
LAN Firewall Settings
Wired WAN
WAN IPv6 Bridge interfaces
Interfaces
Wi-Fi
Interface [ = etho
Firewall
% Wired-LAN (lan)
Static Routes O = Wired-WAN (wan, wan6)
Switch O 2 et (ifmobile)
DHCP and DNS O 2 gretapo
O i ip vtio
Hostnames
& WiFi (lan)
Loopback Interface & WiEi1 (lan)
Dynamic Routing

® Bridge interfaces: LAN bridges wired-LAN and WiFi in the same LAN subnet.
® Enable STP: Enable Spanning Tree Protocol on LAN. The default value is unchecked.

Status Interfaces - LAN
System On this page you can configure the network interfaces. You can bridge several
interfaces by ticking the "bridge interfaces” field and enter the names of several
Services network interfaces separated by spaces. You can also use YLAN notation
INTERFACE.VLANNR (e.g.. ethd.1)
Network
Operation Mode Common Configuration
Mobile General Setup Advanced Settings Physical Settings
LAN Firewall Settings
Wired WAN
WAN IPVG Create / Assign firewall-zone O [Cnenehenrn
Interfaces
® llan: [lan: 7@ @
Wi-Fi
Firewall o
Static Routes oM o
Switch
(' vpnzone: (empty)

DHCP and DNS

Hostnames O

\wan: g ffwané: 3

Loopback Interface

Dynamic Routing O
Diagnostics unspecified -or- create:
QoS

| And Ralancinm
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DHCP Server

Seneral Setup Advanced Settings IPv6 Settings

Ignore interface [

Start
Limit
Leasetime 12h

Ignore interface: If it is checked, this will disable DHCP on LAN.

Start: Lowest leased address as offset from the network address.

Limit: Maximum number of leased addresses.

Leasetime: Expiry time of leased addresses, minimum is 2 minutes (2m). 12h means 12
hours.

DHCP Server

General Setup Advanced Settings IPv6 Settings

Dynamic DHGP
Force [

IPv4-Netmask

DHCP-Options 2|

Dynamic DHCP: Dynamically allocate DHCP addresses for clients. If disabled, only clients
having static leases will be served.

Force: Force DHCP on this network even if another server is detected.

IPv4-Netmask: Override the netmask sent to clients. Normally it is calculated from the subnet
that is served.

DHCP-Options: Define additional DHCP options. (For example, ‘6,192.168.2.1,192.168.2.2°
which advertises different DNS servers to clients.)
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DHCP Server
General Setup Advanced Setlings IPvb Settings
Router Advertisement-Service server mode 5

DHCPvB-Service server mode W
NDP-Proxy disabled ~
DHCPvB-Mode stateless + stateful v

Always announce default [

router
Announced DNS servers Ll
Announced DNS domains )

Router Advertisement-Service: Four options: disabled, server mode, relay mode and hybrid
mode.

DHCPv6-Service: Same options as above.

NDP-Proxy: Three options: disabled, relay mode and hybrid mode.

Always announce default router: Announce as default router even if no public prefix is
available.
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3.6.5 Wired-WAN

: www.comset.com.au
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Vour i spaciail
St Interfaces - WAN
System On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces" field and enter the names of several network interfaces separated by spaces. You can also

use YLAN notation INTERFACE . VLANNR (g,g, eth0.1)

Services
Network Common Configuration

Operation Mode General Setup Advanced Settings Physical Settings Firewall Settings

Mobile .

Status & Uptime: Oh Om 0s
LAN 2 MAC-Address: F6.7CAE 36 26:3A
Wired WAN RX: 0.00 B (0 Pkts )
TX: 11.39 KB (68 Pkts.)
WAN IPv6
Interfaces
Protocol DHCP client v
Wi-Fi
Firewall Hostname to send when

requesting DHCP
Static Routes

Switch

DHCP and DNS
=] Back to Overview Save & Apply m

Hostnames

Loopback Interface

Dynamic Routing

Diagnostics

QoS

® Protocol: The default protocol is DHCP client. If you need to change it to a different protocol
(i.e. PPPoE), select the protocol from the drop-down menu, then click the button “Switch
protocol”.

Note: the ‘Advanced Settings’ is different for different protocols. Move the mouse over the title
to get help information. We recommend you use Google Chrome.

3.6.6 WiFi Settings

. www.comset.com.au
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Comset

Vo wim oot
Status Wi-Fi Overview
System

. Qualcomm Atheros QCA9880 802.11bgnac (radio0) a Wi ) = *
Services S2U  Chanmet: 3 (5 180 Gt | Bitrate: 6 Mot B, Wit Besto) B AR Clert o\ S A
Network 4i  sSID: Comset AP_2.4GHz | Mode: Master
78% BSSID: 04:F0:21:91:9E C6 | Encryption: WPA2 PSK (CCMP) @, Disablo | Bt B Remowe
Operation Mode
Mobile = =
Associated Stations

LAN

Wired WAN SSID MAC-Address IPv4-Address Signal Noise RX Rate TX Rate

WAN IPv6

Comset_AP_2 4GHz F4:D1:08:39:56:7F 192.168.1.203 -55 dBm 0dBm 650.0 Mbit/s, MCS 0, 20MHz 6.0 Mbit/s, MCS 0, 20MHz
Interfaces
Wi-Fi
85
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Wifi Restart: turn WiFi off then on.

AP Client: Scan all frequencies to get the WiFi network information.
Add: Add a new wireless network.

Disable: Disable a wireless network.

Edit: Modify settings on the wireless network.

Remove: Delete a wireless network.

Associated Stations: This is a list of connected wireless stations.

3.6.6.1 WiFi General Configuration

Device Configuration

—

General Setup Advanced Settings

Status " Mode: Master | 58ID: Comset AP 2 4GHz
“ BSSID: 04:F0:21:91:9E:C6 | Encryption: WPA2 PSK (CCMP)
Channel: 36 (5.180 GHz) | Tx-Power: 23 dBm
Signal: -59 dBm | Noise: 0 dBm
Bitrate: 6.0 Mbit/s | Country: US

Wi-Fi network is enabled @ Disable

Mode Channel Width
Ope[atmg freq uency AC wl | 36 1'_5-1 80 MHz) [~||80 MHz |~
Transmit Power 23 dBm (199 mW) W

Status: Shows the WiFi signal strength, mode, SSID.
Operating frequency Mode: Supports 802.11b/g/n/ac.
Band: 2.4GHz and 5GHz.

Channel: Channel 1-11.

Width: 20MHz, 40MHz and 80MHz.

Transmit Power: From 0dBm to 23dBm.
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3.6.6.2 WiFi Advanced Configuration

Device Configuration

General Setup Advanced Settings
Country Code Al - Australia he
Distance Optimization
Fragmentation Threshold
RTS/CTS Threshold

® Country Code: Uses ISO/IEC 3166 alpha2 countr